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This challenge uses an improved version of the Hill cipher. The enhancement consists of a dynamic
substitution table (step 2 and 3)(computed from the diagonal elements of the key matrix) and of an
enhancement called the “extensions” (steps 9 to 14).

In contrast to the classical Hill cipher the key matrix should be just “invertible” but not invertible
modulo 26. Therefore, the determinant of the key matrix may not equal 1, 3, 5, 7, 9, 11, 15, 17, 19,
21, 23, 25 mod 26 (so it must hold ged(det(K), 26) # 1). Positively said, the determinant may only
have a value mod 26 from the following set: 2, 4, 6, 8, 10, 12, 13, 14, 16, 18, 20, 22, 24.

1 Encryption

1. Choose an invertible n * n-matrix K as key with n > 5 and n = 6 as default, at which K must
hold: ged(det(K), 26) # 1.

2. Compute s as follows: Sum up the elements of the main diagonal of K (the main diagonal goes
from top left to down right).
If s=0: Sum up the elements of the secondary diagonal of K (the secondary diagonal goes from
top right to down left).
If also this s=0: Generate a new key matrix.

3. Compute the substitution table Tp for the plaintext-character alphabet:
A=s, B=(2%s), C=(3*s), D=(4%s), ... , Z=(26%s)
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. Divide the plaintext into blocks of n characters.

Please note that the plaintext length equals a multiple of n (see remark 3.4).

Replace the plaintext characters with numbers using the substitution table Tp. So you get the
plaintext-number vector P.

Multiply K by P to get the vector C1: C1 = K * P
Compute the ciphertext vector C = C1 mod 26.

Substitute the elements in C using the substitution table T for the ciphertext alphabet: 0=Z7,
1=A, 2=B, ..., 24=X, 25=Y.

Compute the “extension vector” X as follows: Divide C1 by 26 and round up the value: X =
upperbound (C1 / 26)

The “extension matrix” E results by adding the value s to each element of K:
E =s* I+ K (I is the one matrix)

Compute the “encrypted extensions” Xgpn. by multiplying E by X: Xg,c = E * X

Join all cipher letters with its encrypted extensions:
C1 Xgne1 - Cé Xgnco

Define 11 additional symbols (one for each of the 10 decimal digits and one for the minus sign):
(* #, & %, 8, +,7,1,@Q, ", -). Then generate a substitution table T for these symbols as
follows:

a) Compute the sum t of all elements of the key matrix K mod 11.

b) If the sum t equals zero, the substitution table T for additional symbols looks like this:
-0 1 2 3 4 5 6 7 8 9
*H# & N 8+ 7 @ ° -
Otherwise the symbols are shifted to the right by the result of step (a).

Substitute Xgp using the substitution table Tx. So you get Xgncsym-

Send ( Ci Xgncsym1 - Co XEncSyms ) to the recipient.



1.1

Example

Given: plaintext = ABCDEF

—_

o

*®

4 3 6 6 2 3
7T 4 2 1 5 1
25 7 8 3 8
K= 8 3 4 4 9 7
5 1 1 1 45
0989 838
s =31
. Substitution table Tp for plaintext-character alphabet:
A=31, B=62, C=93, D=124, E=155, F=186
. P: ABCDEF
31
62
93
P = 124
155
186
4 3 6 6 2 3
74 2 15 1
2 5 7 8 3 8
_ * _
.Cl=K*P = S 3 4409 7 *
5 1 1 1 4 5
0989 838
2480
1736
3968
. C=Clmod 26 = 3999 mod 26 =
1984
5146
J
T
P
C= U
H
X
2480
1736
3968
X = upperbound (C1 / 26) = [ 3999
1984

5146

31 2480

62 1736

93 | | 3968

124 | ~ | 3999

155 1984

186 5146

10

20

16

21

8

24
95.38 96
66.76 67
152.61 153

H261 =T 15580 [1 = | 154
76.30 77
197.92 198
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E=s*I4+K=

Xgpne = E*X =

31

31
31
31
31
31
31

34
35
36
34
32
40

J26270
T25078
P27740
U27371
H25247
X28508

Concatenation:

a) 171 mod 11 =6
- 01 2 3
b) + 7?7 ! @ -

(C, XEncSym) = JAQ#Q&?TQ*?&%PQ&&-TUQ& " &IHQ*Q-&XQ%*?%
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31
31
31
31
31
31

37
33
38
35
32
39

5)
*

31
31
31
31
31
31

37
32
39
35
32
40

6

31
31
31
31
31
31

33
36
34
40
35
39

7

31
31
31
31
31
31

34
32
39
38
36
39

8

# & %

9
$

Send the result of the last step as ciphertext.

*

O Tt 0NN

O = W U e W

96

153
154
7
198

O A= JIN D

O~ =~ 00~ O

0 = © W ot N
o Ot J 00— W

26270
25078
27740
27371
25247
28508

34
35
36
34
32
40

37
33
38
35
32
39

37
32
39
35
32
40

33
36
34
40
35
39

34
32
39
38
36
39



2 Decryption

Given: the ciphertext in terms of ( C1 Xgnesym1 -~ Cé6 XEncsyme ) and the key matrix K.

1.

Compute the diagonal sum s from K and compute the corresponding substitution table Tp for
the plaintext-character alphabet.

Compute the sum of all elements of K mod 11 and the resulting substitution table T for addi-
tional symbols.
Substitute the ciphertext characters using the substitution table T to get the “encrypted ex-
tensions” Xgpne.

Substitute all ciphertext letters from C using the substitution table Tc: A=1, B=2,..., Z=26.

The “extension matrix” E results by adding the value s to each element of K:
E =s*1+ K (I is the one matrix)

Compute the inverse K=! of K and the inverse E~! of E.
Multiply E~! by Xgp. to get the “extension vector” X: X = E71 * Xg,.

Use the following formula to compute C1, which was the result of the multiplication of the key
matrix K by the substituted plaintext: C1 = (X * 26) - (26 - C)

Multiply K—! by C1 (if you compute with the exact fractions, rounding is not necessary):
P=K'!'*C1

Substitute P with the substitution table Tp.

2.1 Example
Given: ciphertext JQ#Q&?TQ*?7&%PQ&&-7TUQL " &ITHQ*Q-&XQ@%*7% and key matrix K

1.

2.

4 3 6 6 2 3
7T 4 2 1 51
2 57 8 3 8
8 3 44 97
5 1 1 1 45
09 89 8 8

s=31; A=31, B=62, C=93, D=124, E=155, F=186

- 01 2 3 4 5 6 7 8 9
171mod11:6—>+?!@A_*#&%$
26270
25078
27740
27371
25247

28508

XEHC =



10

20
16
3.C= |y
8
24
31 31 31 31 31 31 436 6
31 31 31 31 31 31 74 2 1
31 31 31 31 31 31 2 5 7 8
L E=sTTHR=14 31 31 310 310 31| T [s 3 4 4
31 31 31 31 31 31 5111
31 31 31 31 31 31 0989
1 7 164 105 —198 93
E' O
sk = |0, B I W R %
gBooR Sp B g P
[ A A A A
163 652 652 163 652 163
S Mo Trm Uam Mosl™ Tan
—1 32§ 5 17683 1682443 29 —1 3251 5 %
ARk 3 % A% DB
B | @A 2% M A,
g W g up op
B B % 8 BB
1664 832 1664 1664 832
965 49 3 283 1531
R S R
S e A% 196 A%
6. X=E""*Xpne = | 8% o S 2%
A
BE %, T A% B
1664 104 832 1664 1664
96 10
67 20
e IR 16|,
7. Cl=(X*26)-(26-C) = (|1 [ *26)-(26- | ) |) =
7 8
198 24
1 7 164 105 —198 93
e W M W 1% 1%
o % s 6 s 188
s P=K'*Cl=|16% 72 & W B %
g, Sy W S 1
185 28 18, I 8 W
16 652 652 163 652 163
31 A
62 B
93 C
9 P=14=|D
155 E
186 P

2 3 35 34 37
5 1 38 35 33
3 8| |33 36 38
9 71 139 34 35
4 5 36 32 32
8 8 31 40 39
=341 26270
§§§§ 25078
o |+ 27740
2496 27371
é%i 25247
i 28508
2480
1736
3968
3999
1984
5146
2480 31
1736 62
L3968 | 93
3999 | — | 124
1984 155
5146 186

37
32
39
35
32
40

33
36
34
40
35
39

34
32
39
38
36
39

96
67
153
154
7
198



3 Remarks

3.1 About the substitution table Tp for the plaintext alphabet

Plaintext and ciphertext alphabet contain — like in the normal Hill cipher — the 26 capital letters each.
s is defined in step 2.

e Because of s, the plaintext letters are not related to a fixed numerical value, but to a multiple
of s.

e There are two different substitution tables — one for the plaintext alphabet Tp and one for the
ciphertext alphabet T¢. The numerical values, which are related to the letters, are different:

— Tp=(A=s, B=2%*s, ..., Z=26%s) and

— Tec=(0=Z, 1=A, 2=B, ..., 25=Y) [in case of encryption] and accordingly
Tc=(1=A, 2=B, ... , Z=26) [in case of decryption].

3.2 About the substitution table T¢ for the ciphertext alphabet

The substitution table T¢ differs in encryption (step 8) and decryption (step 3). In encryption Z
equals 0 and in decryption Z equals 26.

This is right, because in encryption X is computed as upperbound (C1 / 26). To undo the rounding
in decryption, you have to subtract (26-C).

If C equals 0 in encryption, C1 is a multiple of 26 and to compute X there is no rounding needed.
Therefore in decryption, for C=0 it has to be (26-C) = 0, because there has been no rounding and
thus C must equal 26 in decryption.

3.3 About the substitution table T, for additional symbols

The substitution table Ta consists of 11 symbols, one for each of the ten decimal digits and one for
the minus sign.

In the ciphertext of the above example in this description there is no equivalent of the minus sign
(which would be here the + character), because the values of the key matrix are all positive integers.
If there are negative integers in the key matrix, there might be negative encrypted extensions and
then there is the minus sign in the ciphertext. Therefore, it has to be in the substitution table Tx,
because otherwise an attacker would get information about the key matrix.

3.4 Padding
3.4.1 Case encryption

If the plaintext length does not equal a multiple of n and you do not want the user to fill up the
plaintext, padding is needed.

However, if the above named requirement (the plaintext length is a multiple of n) is fulfilled padding
is not necessary.

Below, a manual method is described, which works up to a size of n=6. (For that purpose we establish
yet another substitution table Tg: At a block length of n you need exactly n further symbols, which
may occur neither in the plaintext alphabet nor in Tx. If you use very large matrices, you would run
out of symbols.)

Repeat the last letter of the plaintext until the length is a multiple of n.
(Example: n = 6, EXAMPLE — EXAMPLEEEEEE)



To indicate, if padding has been used, do the following steps:

1. Calculate R = n - (number of letters of the plaintext mod n).
(Example: R =6 - (8 mod 6) =6 -2 =4.)

2. If R = n, change it to R = 0 (no padding).

3. Substitute R using the following substitution table Tg for symbols:
01 2 3 4 5

”

Add the symbol to the end of the ciphertext.
(Example: The symbol in Tg for 4 is “, 7. EXAMPLE — EXAMPLEEEEEE,)

3.4.2 Case decryption

Since the last character of the ciphertext is the symbol for R, this symbol and the corresponding R
letters ahead of R of the decrypted text have to be removed to get the plaintext.

3.5 About the substitution tables in Hill and Hilly

The Hilly cipher knows three different substitution tables Tp, T, and Ta, while the original Hill
cipher only knows one substitution table Tp = T¢.

3.6 Differences in attacks against Hill and Hilly with known K

Given: From the sent ciphertext an attacker can easily filter the actual ciphertext C.

But he cannot compute P = K~ * C mod 26, even if he knows K, because the key matrix K is not
invertible mod 26.

The difference to normal Hill cipher is (apart from the dynamic substitution table Tp and the exten-
sions):

Hill: C = K * P mod 26

Hilly: C1 = K * P (no mod) and C = C1 mod 26

There is a difference, if you apply mod 26 directly or if you apply it to the result, because in the one
case the key matrix has to be invertible mod 26 and in the other case not.

Therefore, at Hilly it is not possible to compute the inverse of the key matrix mod 26, because the
determinant of the key matrix has no inverse mod 26.

If you omit the test ged(det(K),26) # 1, the procedure would still work. But you could easily
attack it, when you filter the letters from the ciphertext and multiply them by the inverse of the key
matrix mod 26 [if for the randomly chosen K the condition ged(det(K),26) = 1 would hold].

3.7 About the invertibility of a matrix

If a matrix K is invertible, E = x * T + K is also invertible, while x is from N and I is the one matrix
with lateral length n.

3.8 About the ciphertext length

Here, the ciphertext is always longer than the plaintext.



3.9 About rounding

Rounding is only necessary, if explicitly mentioned (in step 9 of the encryption).
However, if the inverse of the matrices is computed with the exact values (fractions), rounding is not
necessary in decryption.

Author of Hilly’s Original Concept & Implementation: Yahya Almardeny



