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Overview

The Siemens and Halske T52, codenamed “Sturgeon” by the Allies, is a family of German
teleprinter encryption devices, used during WWILI. It includes five main models: T52a/b, T52c,
T52ca, T52d, and T52e. This document provides a functional description of the various models.
It focuses on the details of the internal logic necessary for implementing a simulator or
developing cryptanalytic attacks’. A full description of the physical T52 devices may be found in
the references.

The Siemens and Halske T52

In the first section, the Baudot teleprinter alphabet is described, followed by a general overview
of the design of the T52 devices. In the following sections, the functioning of each model is
described in detail. An overview of the key setting procedures is also given. Finally, a list of
references is provided.

The Baudot Alphabet

G

The T52 devices encrypt and decrypt teleprinter Baudot symbols. The Baudot alphabet consists
of 32 symbols with five bits each. In addition to the 26 A-Z letters, it includes six control symbols,
as follows:

' In some cases, an element presented here as a ‘unit’ may not have its equivalent as a physical unit. For
example, some unit may be implemented by a set of wires. The focus of this document is to describe the
functional logic, rather than the physical design of the devices.



SP - for space

CR - carriage return

LF - Line feed (indicates a new line, sometimes preceded by CR)

FS (or FIGS) - Figures shift mode, used for digits and other non-A-Z symbols
LS (or LTRS) - Letter shift mode, to return the device to printing A-Z symbols
NUL (of NULL) - A null symbol, usually not used in plaintexts

Bletchley Park and the Swedish FRA? used different notations for marking control symbols.
Their notations, as well as the symbol values in letter and figure modes, are listed below.

2 FRA: Forsvarets Radioanstalt - the Swedish SIGINT organization.



Letter
da

.Y
<SPACE>
g
I
u

<LINE FEED:>

The Baudot Alphabet and Notations

Example of Baudot encoding:

TO BE OR NOT TO BE? THIS IS THE QUESTION (SHAKESPEARE) .

Raw plaintext




Baudot® TO BE OR NOT TO BE<?> THIS IS THE QUESTION < (>SHAKESPEARE<) .

British notation TO9BE9ORIONOTI9TO9BE+B89THISO9ISOTHE 9QUESTION9+K8SHAKESPEARE+LM

Swedish notation | TOSBESOR5NOT5TOSBE4B35THISS5IS5THESQUESTIONS4K3SHAKESPEARE4ALM

T52 Design Overview

Overview

The functional design of the T52 family of devices is illustrated in the following diagram.
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General Design of T52 - All Models

The elements in a solid border appear in all models. The elements in a dotted border appear
only in some of the models.

All T52 models have an XOR addition and a permutation circuits, which together implement
encryption (from left to right in the diagram) or decryption (right to left in the diagram). To encrypt

% The < sign represents here FS, and the > sign represents LS.




a 5-bit Baudot symbol, a 5-bit value (XOR control bits) is added using XOR (eXclusive OR)*.
The resulting five bits are then permuted (or transposed) by the permutation circuit.

All T52 models have ten code wheels and a wheel setting unit, which routes the wheels’ states
according to their assigned functions. The T52d and T52e implement an irregular stepping of
their wheels, while stepping is regular in all other models.

The T52c¢ and T52ca have an additional message key unit. Finally, the T52c, the T52ca, and the
T52e have an SR logic circuit (which differs per model).

Code Wheels

All models have the same set of 10 code wheels, labeled Xk, J, H, G, F, E, D, C, B, A
from left to right (the letter I is omitted). Those wheels have 47, 53, 59, 61, 64, 65, 67, 69, 71,
and 73 code pins, respectively. Those sizes are co-prime, ensuring that the sequence generated
by the state of the ten wheels will not repeat itself in less than a period of
893,622,318,929,520,960 steps (about 2°°¢). The patterns of the code wheels (the positions are
active or inactive) are fixed®, as described in the table below (x indicates an active position, . an
inactive position):

4 Each bit of the plaintext symbol is XORed with the respective bit of the XOR control. If the bits are equal
(e.g. both are 1, or both are 0), then their XORed value is 0 (e.g. 1 ® 1 = 0, where @ denotes the XOR
operation). If they are different (one is 1, and the other 0), then their XORed value is 1 (e.g. 1@ 0 =1).
5 Selmer and Weierud (see references) mention models with modified wheel patterns, mostly after WW2.



# | Size | Step | Pattern
Offset
K 47 16 .X....XXXXX...X..X.XXX..X.X.XXX..XXX.XXXX...XXX
J 53 18 XXX XX, XX .X.XX. . .XXX...XXX..X.XXX.X....XXXX...X.XX
H 59 20 .X. . XXXXX...XXXX.X..XXXX...XX.X...XX.X.XX...XXXXXX..XX.X.XX
G 61 20 LJXXXX. . XX, XX. . . X.XXXXX.X..X..XXX.X.XX.X.XX.X....XX.X..X.XXX
F 64 22 X .X.XXXXX....X.XXXX..X.XX.XXXX.XX..XXX....X....XXX.XXXXXX...X.X
E 65 22 .X...X...X. XXXXXXX.X.XXXXXX..X.X..XX.X....X.XXXXX. . XXX .X.X.XX...X
D 67 23 LXX.X.X. . XXX. ... XX.X....X..XXX..XXX..X.XXX...XX..X..X.XXXX..X...X
C 69 23 CXXXXX X XX, X.XX. .. XX X, .. XXXX. XXX . XXX...X..X..XXX....XX....XX...
B 71 24 .XXXX..XXXXXX...X...X.X..XX.XXXXX..... XXX...XX.XXX..... XX.X.X.XXX.....
A 73 25 XX.XXX...X..XX..X..XXXX. . XXX.X.X.XXX. .XX. .XXX.XX..... XXX.. . XXXX.X...... X

While the wheels in the T52a/b, T52c, and T52ca step in a regular manner, the T52d and T52e
feature irreqular stepping, controlled by the state of other wheels (as well as by the last plaintext
symbol when the Klartext/autokey feature is activated).

The state of each wheel - whether active or inactive - at the current position affects the
encryption or decryption process. The state of wheels at some per-wheel offset (step offset)
from the current position affects other wheels’ stepping in models with irregular stepping (T52d
and T52e).

Wheel Setting Unit

All models have a wheel setting unit, which allows the operator to select each wheel’s function -
the wheel order®. This unit routes the wheel state (active or inactive) at the current position to
the selected element: either to one of the XOR or permutation control bits for T52a/b and T52d
or to one of the inputs to the SR Logic of the T52c¢, T52ca or T52e.

¢ Although the order of the wheels cannot be physically changed, the logical effect of the wheel setting
unit is to reorder the wheels so that their functions may be selected.



Message Key Unit

The message key unit, present only in the T52c and T52ca, allows the operator to change the
function of the wheels (or their order) for each message being encrypted. The message key unit
reroutes the state of the wheels (at their current positions) before entering the wheel settings
unit (which further reroutes them). Therefore, the effective wheel order and their functions are
controlled by both the message key and the wheel setting unit.

Historically, the wheel settings were set once every day and used for all messages during that
day, while only the wheels’ positions were changed for each message. Changing the wheels’
effective order for each message (using the message key unit) reduces the risk of transmitting
messages in-depth (i.e., encrypted using the same key settings).

SR Logic

In the T52a/b and T52d, each wheel is assigned (via the wheel setting unit) to either one of two
functions:

e One of the five bits used for the XOR addition

e One of the five bits which control the permutation circuit

The SR logic, present only in T52c, the T52ca, and the T52e, eliminates this one-to-one
relationship by combining several wheels’ states to generate each of the five XOR addition bits
and of the five permutation control bits.

XOR Addition and Permutation

To encrypt a plaintext symbol, five bits from either the SR logic output (T52c, T52ca, and T52¢)
or the wheel setting unit (T52a/b and T52d) are XORed with the five bits of the symbol. The
resulting five bits are then permuted by the permutation circuit to produce the ciphertext symbol.
The permutation circuit implements a set of five switches, also controlled by five bits from either
the SR logic output (T52c, T52ca, and T52e) or the wheel setting unit (T52a/b and T52d). When
decrypting a ciphertext symbol, the inverse permutation is first applied, and the same XOR
addition is performed’.

The T52c, T52ca, and T52e models have a fixed, non-configurable permutation circuit
(described here). The permutation circuit of the T52a/b and T52d can be configured (described
here).

" This cancels out the original XOR addition done when encrypting, as y © x ® x = y (e denotes the XOR
operation).



T52a/b - Functional Description

Design

The T52a was the first model of the family. It was superseded by the T52b, which is functionally
equivalent (with a modification for improving electrical noise suppression). Those two models
are collectively referred to as T52a/b. Their design is illustrated in the following diagram:
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The T52a/b (and the T52d) features a configurable permutation circuit, with configurable
switches. The circuit is described in the following diagram (Source:
http://www.rutherfordjournal.org/article010106.html - Figure 16):
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There are five permutation units or permutation switches. The configuration of a switch is
denoted by a pair of numbers from 1 to 10, e.g., 1-2. The configuration of the complete
permutation circuit consists of five such pairs, where each number appears only once (for
example, 1-2 and 2-4 are not compatible).

When the current state of the wheel assigned to control a permutation switch is 0 (inactive), the
switch connects left side A to right side B, and left side B to right side A. When the state is
active (1), no swapping occurs, and the switch connects left side A to right side A, and left side
B to right side B.

We illustrate the effect of the configuration on the permutation circuit, with the following wheel
settings:

I:II:ITI:IV:V:1-2:3-4:5-6:7-8:9-10
This setting indicates that wheels A to E control the five XOR addition bits, and wheels F to K

control the five configurable permutation switches (1-2, 3-4, 5-6, 7-8, and 9-10,
respectively). The permutation circuit for this configuration is depicted in the following diagram:


http://www.rutherfordjournal.org/article010106.html
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Programmable Permutation Circuit for Wheel Settings:
I:IX:IXII:IV:V:1-2:3-4:5-6:7-8:-9-10

This permutation circuit can be simplified as described below - x indicates a permutation switch
(the XOR addition circuit is also shown):
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XOR Addition and Programmable Permutation Circuit for
Wheel Settings: 1:11:111:1V:v:1-2:3-4:5-6:7-8:-9-10

This configuration of permutation switches (1-2:3-4:5-6:7-8:9-10) is equivalent to the

standard and fixed (non-programmable) permutation circuit, employed in the T52c, T52ca, and



T52e models. It was also used for T52a/b traffic in teleprinter lines traversing Sweden, from April
1942,

Similarly, wheel settings Iv:3-6:I:1-8:III1:4-7:V:5-10:II:2-9 are implemented as
follows:

c J E A [ i K B F H
I II III v v 1-8 2-9 3-8 4-7 5-10
L B e R B B et LRy F |
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XOR Addition and Programmable Permutation Circuit for
Wheel Settings: 3-6:1:1-8:111:4-7:v:5-10:11:2-9

Note that not all switch configurations are valid. The configurations 1-10, 2-3, 4-5, 6-7,
and 8-9 are degenerate, as they leave some of the input bits stuck, so that are never routed to
any output bit?.

T52c - Functional Description
Design

The design of the T52c model is described in the following diagram:

8 A detailed analysis of the strength of the various configurations is given in
http://www.rutherfordjournal.org/article010106.html.
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To reduce the risk for depths, e.g., several messages encrypted with the same key settings, the
message key unit was introduced in the T52c. This unit reorders the wheels and changes their
function for each message, in addition to (and before) the reordering performed by the wheel

setting unit.

The message key unit is configured using five levers, each controlling three permutation
switches, with a total of 15 switches (T1 to T15). Each lever can be set to one of 8 states,
denoted as P, S, T, U, W, X, Y, and Z. A complete configuration of the message key unit consists
of five letters from that set (with repetition allowed), such as PzXUS (the message key unitis in a
neutral state and has no effect), or PSTUW. The effect of each setting on the levers and their
switches is described in the table below:
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Message Key Unit Logic

For example, with PZXUS, none of the switches are activated, as described in the diagram

below:
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With message key unit configuration PSTUW:

e P for Lever 1 does not activate any switch
s for Lever 2 activates T12
T for Lever 3 activates T3 and T13
U for Lever 4 does not activate any switch
W for Lever 5 activates T5

The message key unit circuit for this configuration is described in the diagram below:



Message Key Unit Logic for
PSTUW (T3, T5, T12, T13 activated)

SR Logic for T52c

With the T52a/b, each of the ten wheels was associated with one of the 10 bits that control the
XOR addition (five bits) and the permutation (five bits), and vice-versa. To further complicate this
association, additional logic was introduced in the T52c, the SR logic, which is also present in
the T52ca and T52e (but is different for each model).

The SR logic for T52c is described below:
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SR Logic for T52¢c

The inputs to the SR logic are marked as 1, 3, 5,7, 9, I, II, III, IV, V. For example, if the
wheel settingsare I:1:3:III:II:7:V:9:IV:5 (and assuming the message key unit is set to
the neutral PzXUS setting) then the inputs to the SR logic are mapped as follows:

SR Input: 1 3 5 7 9 I IT III IV V
Wheel: B C K F H A E D J G

Each SR logic output implements an XOR addition (denoted with ®) on four inputs. For example:
SR02 = [3] @ [5] @ [II] ® [IV]
where [3], [5], [II], and [IV] are the states of SR inputs 3, 5, II, and IV.

The function of the outputs (SR01 to SR10) is described in the next section.

Fixed Permutation Circuit

The XOR addition and the permutation circuits for T52c are as follows:
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XOR Addition and Permutation
Circuit for T52¢c, T52ca, and T52e

SR logic outputs SR06 to SR10 control the five bits for XOR addition, and SR logic outputs SR01
to SRO5 control the five permutation switches. A permutation switch is activated and will swap
the two incoming inputs when the relevant SR output is inactive (0). For example, if SR01 is
inactive, and SR02 to SRO5 are active, then input bits 1 and 5 are swapped (bits 2, 3, and 4 are
unchanged).

The permutation circuit of the T52¢ (and of the T52ca and T52e) is fixed and cannot be
configured, unlike the configurable permutation circuit of the T52a/b and T52d.

T52ca - Functional Description

Design

The T52ca model is identical to the T52c, except that the SR logic is different. It was modified as
a result of an analysis of the T52c and its SR logic, which exposed several weaknesses®. All the
other functions are identical to those of the T52c¢, including the message key unit and the fixed
permutation circuit.

SR Logic for T52ca

The SR logic for T52ca is described below (see here for more information about the SR logic):

® See http://www.rutherfordjournal.org/article010106.html.
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T52d - Functional Description

Design

The design of the T52d is illustrated in the following diagram:



—e (__ —
Code
Wheels
Irregular
Stepping
Control
Wheel Setting
Kia ”fi:lt;’;':tnnkg"" XOR permutation
control control
{5 bits) (5 bits)
‘ , ™
. Configurable
plaintext Adﬁét;o“ Permutation S
5 bits { :| Circuit
J e
T52d Design

ciphaertext
[ bits)

The T52d is similar in design to the T52a/b, except that it implements an irregular stepping of its
wheels. As with the T52a/b, there is no SR logic, and there is no message key unit. Also, the
permutation circuit is configurable (more details about the XOR addition and configurable
permutation circuit).

Irregular Wheel Stepping

The wheel stepping logic is described in the following table:

Wheel Without Klartext, steps if: With Klartext, steps if:
A bVecVz
B £ V —e —cVd4dV z
o] e V -d
D -f V -e
E g V £ gV £V -z
F hVag hV gV -z
G -j V =h -j V -h




H -k V j -k V j

J -a V k -a V k

K e V -d a V b

The stepping of each wheel is governed by the state of two other wheels, at fixed offsets (or
distance) from their current positions. For example, the code of wheel A, which affects the
stepping of other wheels (such as J), is at an offset of +25 from the wheel’s current position. It is
denoted as a. Similarly, the code on wheel K, which affects the stepping of other wheels (such
as J) and is denoted as k, is at offset +16 from the current position. The notation-a V k in
the table indicates that wheel J will step if either a is inactive, or if k is active®.

When the Klartext (or autokey) function is activated, the stepping of some wheels is also
affected by the state of the 3" bit of the previous plaintext symbol, denoted as z in the table.
The effect of the Klartext function is that pure depths are not possible, as the stepping is
different for each plaintext. The drawback of the Klartext function is that any error in reception or
in decryption will cause the wheels to be at wrong positions.

T52e - Functional Description

Design

The T52e model combines features from the T52¢c and T52ca, such as the addition of an SR
logic (which is specific to the T52e) and the use of a non-configurable permutation circuit, with
an irregular stepping mechanism identical to the stepping mechanism of the T52d. Unlike the
T52c and T52ca, however, the T52e has no message key unit.

The design of the T52e is presented below:

'% To avoid a situation in which none of the wheels step (all wheels are stuck forever at the same
positions), most wheels affect at least one wheel when in active state (at the step offset), and at least one
other wheel when in inactive state.
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The SR logic for the T52¢ is presented below (see here for more details about the SR logic):
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Key Setting Procedures

The key settings consist of two parts, the inner key (Fernschreibgrundschliissel) and the
message key (Fernschreibspruchschliissel). The inner key was typically set once per day, and
guidelines mandated that the message key be different for each message. In practice, German
operators often reused the same message key, providing the FRA and Bletchley Park with
copious amounts of depth (i.e., messages encrypted with the same key).

The following table presents the main key settings scenarios used in WW2.

Relevant Models Inner Key Message Key
T52alb Wheel settings (order and functions) | Positions of the five
and positions of five wheels remaining wheels

T52a/b, T52d, T52e Wheel settings (order and functions) | Positions of all wheels

T52c, T52ca Wheel settings (order and functions) | Positions of all wheels
Message key unit settings
(five letters)
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