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Lorenz SZ42 — Tunny

Figure: A Lorenz SZ42 machine with its covers removed on display at

Bletchley Park museum.
Source: https://commons.wikimedia.org/wiki/File:Lorenz-SZ42-2.jpg
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Introduction (1/2)

The Lorenz SZ42, codenamed Tunny, was a teleprinter encryption
device used by Germany during WW?2 for strategic communica-
tions. Its successful cryptanalysis at Bletchley Park provided the
Allies with high-grade intelligence about several fronts, as well as
for the preparations for the D-Day landings.

The story of Tunny's codebreaking and Colossus is well known,
following the declassification of the General Report on Tunny in
2000, and the publication of several books. More details can be
found in the references [CR10, Ganl4, RDF15, Las20].
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Introduction (2/2)

The work of the Testery, the other Tunny section at Bletchley
Park, is less known. Named after its commander, Major Ralph
Tester, the Testery was responsible for the development and appli-
cation of hand methods, that complemented the work of machines
like Colossus. For some reason, the report on the Testery was not
declassified until 2018.

A detailed functional description of the SZ42 is given in the addi-
tional zip file, as well as a simulator, and hints for cryptanalysis.

MysteryTwister C2

Author: Nils Kopal THE CRYPTO CHALLENGE CONTEST 4/9



Challenge (1/4)

This is the sixth challenge in a series of 13 level-2 challenges with
the SZ42.

With this challenge, we only provide one ciphertext which has 5000
characters.

As described in the additional file “Lorenz SZ42.pdf" some SZ42
models use motor limitations which are intended to reduce the
number of motor stops, making cryptanalysis more challenging.

There are no motor limitations in this challenge.
The patterns for the CHI wheels are known.
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Challenge (2/4)

To solve the challenge, you need to find the starting positions for
all five CHI wheels. Here are the known patterns:

CHI1 pattern:

LXXXX. . X, XXX, ... X..XXXX.X.X..XX.X..XX.
CHI2 pattern:

.. X.XX.XXX...XXX.X.XXX.XX...X..

CHI3 pattern:

X X, . X. . XXX.XX.XXXX . XXX, .

CHI4 pattern:

XX..o.X.o o o XX XXX XX . XXX, .

CHIS5 pattern:

XXLXL L XX L LW XX WXL XXXX
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Challenge (3/4)

Enter the solution in the form of five numbers separated with spaces.

Note that positions are numbered from 0.

For example, if the CHI wheels starting positions are 37, 0, 11, 16,
21, respectively, enter "37 0 11 16 21".

MysteryTwister C2

Author: Nils Kopal THE CRYPTO CHALLENGE CONTEST

719



Challenge (4/4)

The attached zip file includes:

1. Additional provided material, e.g. ciphertexts (and plaintexts)

2. A simulator in Java, used to create the challenges

3. A functional description of the SZ42, including the description
of the Baudot alphabet and its notations

4. |deas for possible attacks

5. key.txt and key description.txt containing an example key for
the SZ42
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