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Partial Key Exposure for RSA with small public
keys

With RSA keys, the private key d must remain private. If the public
key e is very small, this is not completely possible. This exercise

demonstrates how simple it is to compute a portion of the secret
key d.

The public RSA key is given with the values:

N = 11748548000338754589 634185132946781460584054887258
6384337587140405312650123118803903739242935989133177
0972611779623223580027156770296714854670114368829712
6396314274761485584038501358731106953646756080654105
7821730735365260150349463520800125165331510751713540
156856344542864938466052900547238369325346132079099

and e = 3.
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For the private key d it is: e*d = 1 mod phi(N), where phi(N) is
the Euler number from N, and phi(N) here is unknown.

Task:
Find the integer value d’ that approximates d for at least 510 bits.

Please send us the complete d’ in binary format.
Your solution will be accepted if the first 510 bits are correct.
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Hints

» The factor N is the product of the two 512 bit prime numbers
p and q.

» The Euler number phi(N) can be approximated with N.

» Given d*e = 1 mod phi(N) < There is a whole number s with
d*e = 1 + s*phi(N).

Consider which value s can have when e = 3.

» When phi(N) has been approximated, how well can the private
key d be approximated when e = 3 (number of corresponding
bits)?

» There are two possible solutions for d" — we are searching for
the greater number.
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Note

Sometimes, a partial compromise of the private key is sufficient to

break an RSA key completely. Relevant publications can be found

with the phrase “Partial Key Exposure Attack.” For the parameter

set shown above, however, there is no known key exposure attack

yet.

Please let us know if you find an algorithm that realizes this attack
for the parameters used in this challenge.
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