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Siemens and Halske T52 – Sturgeon

Figure: T52 Sturgeon at the National Cryptological Museum – Fort
Meade, USA – Source: G. Lasry
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Introduction
The Siemens and Halske T52 was a family of teleprinter encryption
devices used during WW2 by the German Army, Navy, Air Force,
and diplomatic services. It was considered more secure than the
Enigma machine, and it was mainly used for strategic communications.
More details about the history of the T52 can be found in
http://www.rutherfordjournal.org/article010106.html.
An overview can be found at
https://en.wikipedia.org/wiki/Siemens_and_Halske_T52.
A detailed functional description of the T52 models is given in the
additional zip file, as well as a simulator, and tips for cryptanalysis.
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Challenge (1/4)

This challenge is part of a series of challenges with T52. In this
challenge, you need to recover the plaintext. You know the ciphertext and parts of the key.
Known are:
I

Model: T52a/b

I

Wheel settings: IV:3-10:I:III:2-6:5-7:V:1-8:4-9:II
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Challenge (2/4)

The ciphertext:
3MKKXIH4F+TDQPQZFGFUK48QD/JJ9/U/N8L/SKZA9/PYXJGHY+E8YABFRYEOPUQQY+J3VJYUPORGYCVVQOCPHQ38KI3O8+FDH4DK
VYGBN4BBIVNOPXVLCYYMY+EDIQJ+DUVSLSQSD9WZELFI9CRG8AGCMWZI3YKCSBBRQJVBJWO8UWP9B+PKS8DO/EC33JPQPAXW/YKU
3YU8UQ+WEPZRU//9FG9NKK3LYQHN+PE+WUFALCTNPODU4/3G+VNBIWVY9ADB8JVYVSAPXT3VEVYBZXRTRQYOIWCK/KS/48C3VIM8
LR4B+PODAFS+MDRUF9ZINF3MIQ+93D4JODCR+UC/+PGCVN9SGE39GCZOY4ASVQSEEVR83TSNZ/ZO4E//HRE/39LYWP3KDHOIFAFF
JLAWTUNHHOGKAJLTTA+INWCGK4QVMO3DJVZZUFQ998HDHHCBU9LYPDYHCBUBDEATDQC8KDZOZWN9LVOMZZCOTD8EPGX39UFVXN9X
SLTZ8SNXGJXHY+Q9EYG/CAIFHAUR9IGVVOYFZL9MH8HUD9CVE/JXZMLLGCGQZKZA/ZGYTDNZMF/JGBQWQ89WYLSGBN94TPROTKFO
QMCLRL/+ALAMNQWE3HWA/IE/HDHZQ3GHHZCY3S/8V3XBU8LMGG+L3A/AFAVW3QRGM+VBBK9NANT8VQ8DR94OY3VAMBLWLDBL/UQ+
9V8F8RE/PWJ3TVZBJPBBOEZRKXH+QQ9/EDBFXL3//DFKUWG+AN/MDOFZTOXEUSVTB3MNHZH8FPFIIUFHB34HHLDGWXYSUBHHYAT4
NMZQAC8ECPTJZRVANTNRQJAREHPDW9+394XHPHUVSI8CNQXVVR++CIKFKVADZWVM/ZHYP+DWHGP+WODWHLQ44+MKCMZRHJ+3J9YY
OTI34KVI9RWVKH9VEKPJMDBAN3RUNLYIPGV8Z+ZGVKNTCD94DIEF/+BKJA4KAV8+RJJBTW9A3NB/3YYMBIK43YCI+KWSH9UW/JW9
YPH9UXGE8RSP

The ciphertext is given in the British notation for the Baudot alphabet, used at Bletchley Park.
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Challenge (3/4)
The plaintext was extracted from Shakespeare writings, adapted to
Baudot teleprinter format, and encrypted. See the file README.txt
in the additional material for more details about the Baudot alphabet and the British notation.
The answer to the challenge is a 6-digit code which appears near
the end of the plaintext, encoded using the Baudot alphabet in
Figure Mode. For example, if the answer to the challenge is the
code 207553, it will appear as +++WPUTTE888 in British notation. The symbol + (repeated 3 times) is used to move to Figure
Mode, and 8 (also repeated 3 times) is used to return to Letter
Mode. You should enter only the 6 digits.

Author: George Lasry

6/7

Challenge (4/4)

The attached zip file includes:
1. A simulator in Java, used to create the challenges. For usage,
see README.txt.
2. A functional description of the T52 models, including the
description of the Baudot alphabet and its notations.
3. Ideas for possible attacks.
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