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Siemens and Halske T52 – Sturgeon

Figure: T52 Sturgeon at the National Cryptological Museum – Fort
Meade, USA – Source: G. Lasry
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Introduction
The Siemens and Halske T52 was a family of teleprinter encryption
devices used during WW2 by the German Army, Navy, Air Force,
and diplomatic services. It was considered more secure than the
Enigma machine, and it was mainly used for strategic communications.
More details about the history of the T52 can be found in
http://www.rutherfordjournal.org/article010106.html.
An overview can be found at
https://en.wikipedia.org/wiki/Siemens_and_Halske_T52.
A detailed functional description of the T52 models is given in the
additional zip file, as well as a simulator, and tips for cryptanalysis.
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Challenge (1/4)
This challenge is part of a series of challenges with T52. In this
challenge, you need to recover the plaintexts from a series of ciphertexts in depth, that is, a series of plaintexts which were all encrypted using the same key settings. You are also provided with
cribs (known-plaintext fragments) for each message.
The model is partially known, as follows:
I

Model: T52c

I

Wheel settings: 7:V:II:I:1:3:IV:5:III:9

I

Message key: PZXUS

The wheel starting positions are unknown.
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Challenge (2/4)
Six in-depth ciphertexts are provided, the beginning of each plaintext is given as a crib (all using the British notation for the Baudot
alphabet):
Ciphertext 1 (plaintext starts with: OBEY+N89AND9GO9):
RUJM/DMWQVLY9OU9+EQUU8Z/E9CSNFGSVYWC9KGGS+YZE8PUGOSPQ38EA3MTLPGNQS8CORNBJNRQ3CXYQEBZV8FM/4WWRWXI4SBN
KSQ99GY8TGY9
Ciphertext 2 (plaintext starts with: COME+N89DESDEMO):
UIYY/DMWS4INWTV+VHIT9DVEM/VCGXBFSRVQNUILIXCCHIJCS4CBTM4NERAAP8MRJVN9GLHFBU+/MPPYQ/3UNZBLU8RGDWQEHKET
Ciphertext 3 (plaintext starts with: LEWIS+M89MAY9BE):
VW3++IG3BMAPJ3JWZWPM/NAPLXTCGQY8QWBI9NPGQATNGNNNFQBONCTVD8WFT4W48+IDOYVRFS8/TUKHME3VLPNNI33IRZNQC3/4
Ciphertext 4 (plaintext starts with: GRUMIO+M89I9AM9):
CHC3X/HECCKYLTUJSIPFS8PPIMSLHWLERKFGJASPBTOOG4YX4P9XIZVDG3YZDWGGJ8P/WTUCFFPWGD/XIL8GNLZ3ICLIWWSZ4F4T
Ciphertext 5 (plaintext starts with: EXEUNT9JULIET9A):
TKJ8KTJC8DKMEPD+NJIPRQPDTWY9TYREQTISBG3YYBXNVHHFE8BKR/N9ENVYNBK3MIIZSQXSKO4FF8FNOM4V/PS+T3KTLVYQOWL4
Ciphertext 6 (plaintext starts with: PRINCE9JOHN+M89):
8HIDFYJC/NVRFEUZB9L/MPRCPP/GKSUF/A/GUDVXB3QKATVDOPFC3WRKXQX4YUGSQSG3APSPG4IV3SFXQIONTYSJX3BRGVYTHR9T
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Challenge (3/4)
The plaintexts were extracted from Shakespeare writings, adapted
to Baudot teleprinter format, and encrypted. See the file
README.txt in the additional material for more details about the
Baudot alphabet and the British notation.
The answer to the challenge is a 6-digit code which appears near
the end of the first plaintext, encoded using the Baudot alphabet
in Figure Mode. For example, if the answer to the challenge is the
code 207553, it will appear as +++WPUTTE888 in British notation. The symbol + (repeated 3 times) is used to move to Figure
Mode, and 8 (also repeated 3 times) is used to return to Letter
Mode. You should enter only the 6 digits.
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Challenge (4/4)

The attached zip file includes:
1. A simulator in Java, used to create the challenges. For usage,
see README.txt.
2. A functional description of the T52 models, including the
description of the Baudot alphabet and its notations.
3. Ideas for possible attacks.
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