MysteryTwister 02

THE CRYPTO CHALLENGE CONTEST

RSA FACTORING CHALLENGE:
RSA-280

Author: RSA Inc

January 2012



Introduction

The RSA crypto system by Rivest, Shamir and Adleman is the most
well-known modern crypto system. In 1991 RSA Inc [1] published
54 challenges with various key lengths for the modulus N (100 to
617 decimal digits).

These RSA cipher challenges [2] were the most well-known crypto
challenges. RSA Inc initially advertised prize money for the solution
of 14 of these challenges [3]. When RSA Inc stopped the contest in
2007, the money for 8 prizes was already payed. By now (status
January 2012), 16 of initially 54 challenges have been solved.

RSA Inc permited the MTC3 team to host the remaining 38
challenges and to offer it within the MTC3 contest as challenges.
Thanks to Ari Juels.
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RSA-280

For solving the RSA-280 challenge it is necessary to factor the
following decimal number with 280 decimal digits:

N = 1790707753365795418841729699379193276395981524363782
3278737185896396559660585783742549640396449103593468
5731135994870898427857845006987168534467865255365503
5251602806563637363071753327728754995053415389279785
1075169992219717815977247331842795344772395667891735
32366357270583106789

For the solution, please hand in one of the two prime factors as a
decimal number.
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Sources

[1] http://www.rsa.com

[2] http://en.wikipedia.org/wiki/RSA_Factoring_Challenge
http://en.wikipedia.org/wiki/RSA_numbers

[3] http://www.rsa.com/rsalabs/node.asp?id=2093
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Appendix

A "cipher challenge" is a cryptographic problem that has been
published, sometimes with a prize offered for cracking it.

When a cipher challenge has not yet been cracked despite many
attempts, then confidence in the propagated system rises. If
someone succeeds in cracking the problem, then the cryptosystem
with the specified parameters is no longer regarded as secure.
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