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Introduction

The RSA crypto system by Rivest, Shamir and Adleman is the most
well-known modern crypto system. In 1991 RSA Inc [1] published
54 challenges with various key lengths for the modulus N (100 to
617 decimal digits).

These RSA cipher challenges [2] were the most well-known crypto
challenges. RSA Inc initially advertised prize money for the solution
of 14 of these challenges [3]. When RSA Inc stopped the contest in
2007, the money for 8 prizes was already payed. By now (status
January 2012), 16 of initially 54 challenges have been solved.

RSA Inc permited the MTC3 team to host the remaining 38
challenges and to o�er it within the MTC3 contest as challenges.
Thanks to Ari Juels.
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RSA-309

For solving the RSA-309 challenge it is necessary to factor the
following decimal number with 309 decimal digits:

N = 1332943998825757583801437794588036586217112243226684
6028545882619172762766705425540467426933349195015527
3493343140718228407463573528003686665212740575911870
1283391574990723511796667396585034299310219851607141
1314672027736500662369272180791635591427551906533479
1400296725853788916042959771420436564784273910949

For the solution, please hand in one of the two prime factors as a
decimal number.
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Sources

[1] http://www.rsa.com

[2] http://en.wikipedia.org/wiki/RSA_Factoring_Challenge
http://en.wikipedia.org/wiki/RSA_numbers

[3] http://www.rsa.com/rsalabs/node.asp?id=2093
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Appendix

A "cipher challenge" is a cryptographic problem that has been
published, sometimes with a prize o�ered for cracking it.

When a cipher challenge has not yet been cracked despite many
attempts, then con�dence in the propagated system rises. If
someone succeeds in cracking the problem, then the cryptosystem
with the speci�ed parameters is no longer regarded as secure.
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