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Introduction

The RSA crypto system by Rivest, Shamir and Adleman is the most
well-known modern crypto system. In 1991 RSA Inc [1] published
54 challenges with various key lengths for the modulus N (100 to
617 decimal digits).

These RSA cipher challenges [2] were the most well-known crypto
challenges. RSA Inc initially advertised prize money for the solution
of 14 of these challenges [3]. When RSA Inc stopped the contest in
2007, the money for 8 prizes was already payed. By now (status
January 2012), 16 of initially 54 challenges have been solved.

RSA Inc permited the MTC3 team to host the remaining 38
challenges and to o�er it within the MTC3 contest as challenges.
Thanks to Ari Juels.
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RSA-320

For solving the RSA-320 challenge it is necessary to factor the
following decimal number with 320 decimal digits:

N = 2136810696410071796012087414500377295863767938372793
3523150686203631965523578837094085435000951700943373
8383219972205641663024883215901280615312850106368571
6389789981171228401392106853461677268471732322443640
0485097837112174432182703436548357540610175031371364
8930343799636722491521204470447229979961608925911299
24218437

For the solution, please hand in one of the two prime factors as a
decimal number.
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Sources

[1] http://www.rsa.com

[2] http://en.wikipedia.org/wiki/RSA_Factoring_Challenge
http://en.wikipedia.org/wiki/RSA_numbers

[3] http://www.rsa.com/rsalabs/node.asp?id=2093
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Appendix

A "cipher challenge" is a cryptographic problem that has been
published, sometimes with a prize o�ered for cracking it.

When a cipher challenge has not yet been cracked despite many
attempts, then con�dence in the propagated system rises. If
someone succeeds in cracking the problem, then the cryptosystem
with the speci�ed parameters is no longer regarded as secure.
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