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Introduction

The RSA crypto system by Rivest, Shamir and Adleman is the most
well-known modern crypto system. In 1991 RSA Inc [1] published
54 challenges with various key lengths for the modulus N (100 to
617 decimal digits).

These RSA cipher challenges [2] were the most well-known crypto
challenges. RSA Inc initially advertised prize money for the solution
of 14 of these challenges [3]. When RSA Inc stopped the contest in
2007, the money for 8 prizes was already payed. By now (status
January 2012), 16 of initially 54 challenges have been solved.

RSA Inc permited the MTC3 team to host the remaining 38
challenges and to offer it within the MTC3 contest as challenges.
Thanks to Ari Juels.

MysteryTwister C2

Author: RSA Inc THE CRYPTO CHALLENGE CONTEST 2/5



RSA-400

For solving the RSA-400 challenge it is necessary to factor the
following decimal number with 400 decimal digits:

N = 2014096878945207511726700485783442547915321782072704
3561030391290099667933961419850865094551022604032086
9555879309139034043886751376612341894284530160326191
1930567685648626153212566300102683464717478365971313
9894314068546405163175194031492943087373023216848409
5639518322211746844357850984794711999537364536071097
9599471328761075043464682551112058642299370598078702
810603300890715874500584 758146849481

For the solution, please hand in one of the two prime factors as a
decimal number.
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Sources

[1] http://www.rsa.com

[2] http://en.wikipedia.org/wiki/RSA_Factoring_Challenge
http://en.wikipedia.org/wiki/RSA_numbers

[3] http://www.rsa.com/rsalabs/node.asp?id=2093
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Appendix

A "cipher challenge" is a cryptographic problem that has been
published, sometimes with a prize offered for cracking it.

When a cipher challenge has not yet been cracked despite many
attempts, then confidence in the propagated system rises. If
someone succeeds in cracking the problem, then the cryptosystem
with the specified parameters is no longer regarded as secure.
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