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Introduction

The RSA crypto system by Rivest, Shamir and Adleman is the most
well-known modern crypto system. In 1991 RSA Inc [1] published
54 challenges with various key lengths for the modulus N (100 to
617 decimal digits).

These RSA cipher challenges [2] were the most well-known crypto
challenges. RSA Inc initially advertised prize money for the solution
of 14 of these challenges [3]. When RSA Inc stopped the contest in
2007, the money for 8 prizes was already payed. By now (status
January 2012), 16 of initially 54 challenges have been solved.

RSA Inc permited the MTC3 team to host the remaining 38
challenges and to o�er it within the MTC3 contest as challenges.
Thanks to Ari Juels.
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RSA-430
For solving the RSA-430 challenge it is necessary to factor the
following decimal number with 430 decimal digits:

N = 3534635645620271361541209209607897224734887106182307
0932920051888438842134206950355315163258889704268733
1013058200001246780510643211601049900897413867772424
1907444538851271730464985654882214412422106879451855
6597558245803135133820707857778318593089008517614952
8451587480840622858531031796464883028914149632899662
2685469256041007506727884038380871660866837794704723
6323168904650235700922464739154420265499558659317095
42468648109541

For the solution, please hand in one of the two prime factors as a
decimal number.
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Sources

[1] http://www.rsa.com

[2] http://en.wikipedia.org/wiki/RSA_Factoring_Challenge
http://en.wikipedia.org/wiki/RSA_numbers

[3] http://www.rsa.com/rsalabs/node.asp?id=2093
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Appendix

A "cipher challenge" is a cryptographic problem that has been
published, sometimes with a prize o�ered for cracking it.

When a cipher challenge has not yet been cracked despite many
attempts, then con�dence in the propagated system rises. If
someone succeeds in cracking the problem, then the cryptosystem
with the speci�ed parameters is no longer regarded as secure.
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