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Using the RSA cipher an unconcealed message is a message m with

me ≡ m mod N. That means the result of the encryption

operation is the same as the given message. The message m is then

called a �x point.

The following challenge consists of two steps. In each step a

di�erent public key is given and in each case you have to �nd all

unconcealed messages for the particular given public key (N, e).

Among these messages there is one message (after it has been

converted to HEX and then to ASCII) that is meaningful in English.
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Public Key for Step I

N = 273842613922184659519485812663650307719961545

5498988167408639619277659

e = 159271874729793468500902811669235077699426841

0498066846860446415741861

Please determine all unconcealed messages (including the

meaningful one), sort them by their numerical value from smallest

to biggest, and then reduce their values modulo 11.

This sequence of remainders ri can serve as veri�cation that you

found them all.
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Public Key for Step II

N = 777829877884214331390228459547742517031417853

875366630835742259960620381516884153474456507

1563221779029920754904101790907639

e = 129196215663870706785282395832658870929565206

408918995472952782612678126854599378226893255

2323029466807160310085

For the second step of this challenge it is su�cient to determine the

only unconcealed message which is a meaningful English sentence.
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Formatting of the Solution

The solution is to be provided in the format: m1,r1, r2 · · · ri,m2
where

1. m1 is the meaningful message of the �rst step,

2. r1, r2 to ri are remainders of all ascendingly sorted

unconcealed messages mod 11 from the �rst step, and

3. m2 is the meaningful message you found in the second step of

this challenge.

Both messages are to be entered in the form of ASCII symbols.

There are no spaces before and after the commas.
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Hints

For N = p · q and (N,e) as public key:

1. General hint:

The number of all possible unconcealed messages can be

determined by

(gcd(e− 1,p− 1) + 1) · (gcd(e− 1,q− 1) + 1).
2. Hint for the second step:

Both the distance between p and a speci�c square number and

the distance between a relatively small multiple of q and the

root of the same square number, that was used before, is less

than 2.
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